united
internet

Terms & Conditions for Participation
in the trustedDialog Process
(Status January 15", 2026)

UIM markets electronic publications on digital
channels, including online, email, messenger,
and mobile services. UIM supports and markets
a product for email providers, service providers,
email senders or any other company in this en-
vironment under the name "trustedDialog". The
following terms and conditions apply:

1. These terms and conditions include appendices as
listed below:
Appendix 1: Definitions

2. Deviating, supplementary or opposing General Terms &
Conditions of the customer are not part of this contract.

3. Scope of Application
The concluded contract and the agreed services relate to
Germany, Austria, and Switzerland, unless a contrary
agreement has been made in writing.

4. Assigned Domains
The assigned domains that are activated for the
trustedDialog service can be provided later, provided
they are not already determined at the time of contract
conclusion and are specified in the respective offer.

5. Rights and obligations of the customer

5.1. The Customer is obliged to notify UIM by email of any
changes to the sending domain, the signature, and the
shipping process without undue delay, but at least ten
working days before the change takes effect. The re-
porting obligation also applies to changes in relation to
a third-party shipping for the customer.

5.2. The customer is obliged to provide a functioning email
dispatch system with DKIM support and to ensure that
all emails are sent from do-mains covered in the contract
(as agreed in the PO) with a valid DKIM signature. The
customer must strictly follow all DKIM Internet Standard
guidelines in accordance with IETF (RFC) 6376. If DKIM
signatures change or expire then it is the responsibility
of the customer to inform UIM and to ensure that these
always remain up to date. Technical malfunctions that
arise with trustedDialog due to non-compliance with ob-
ligations are not the responsibility of UIM.

5.3. All relevant changes affecting the service provided by
UIM must be reported at least ten working days before
they come into effect and re-quire prior approval by
email from the administrator.

5.4. The customer ensures that his contract-specific inbox
branding that is to be displayed is sent to the adminis-
trator by email ten business days in advance. Inbox
branding recordings and/or changes can only be used
in live operation following prior approval by email by the
administrator.

5.5. For the designation of the contract-specific domain, the
customer will provide UIM with the required material and
information in a timely manner. This material and infor-
mation will be complete and free from errors.

5.6. It is the task of the customer or the assigned third party
to send emails and this is their sole responsibility, unless

5.7.

5.8.

5.9.

5.10.

5.11.

5.12.

expressly stipulated otherwise in this contract or in its
appendixes.

The guidelines for sending emails to the connected ISP
portals remain unaffected by the use of trustedDialog.
The customer agrees to send only legitimate emails
concerning the company’s original business purpose to
users of the contract-specific ISP portals.

He undertakes, even without explicit consent of the rel-
evant recipients, not to send or allow any emails to be
sent that include third-party advertising. This applies in
particular to emails that are produced on mass with rep-
licate content (“spamming”). In addition, the customer is
not permitted to send phishing emails.

The customer is obliged to provide trustedDialog Pre-
view images in the sizes and file formats specified in the
specification document, to grant UIM the necessary us-
age rights, and to link them within the schema.org code
in the HTML header or body of the emails that are to be
sent to WEB.DE and GMX.

The URLs of the images and voucher codes or descrip-
tions referenced in the schema.org code may not be
combined with any personalized hashes, fingerprints, or
similar methods that allow an assignment to individual
email recipients.

The customer must actively support measures taken by
UIM for the purpose of quality control. In particular he is
obliged:

a) to provide by name all sender addresses, do-
mains as well as sub-domains (as defined in
the PO) for the utilisation of the product accord-
ing to this contract;

b) to functionally set up the DKIM signatures at
the latest by the conclusion of the contract and
to inform UIM of this in accordance with para-
graph 5.2;

c) to permanently add the following email
addresses to the distribution lists of its mailing
system:trusteddialog00@gmx.net,
trusteddialog00@t-online.de and
trusteddialog000@freenet.de When using
trustedDialog Preview, the following email dis-
tribution lists must also be included:
test.schema.org@web.de,
test.schema.org@gmx.de.

d) to coherently document malfunctions, to imme-
diately report these to UIM and to assist UIM in
finding a solution for these;

e) to implement the specifications and deadlines
from the data card valid at the time of conclu-
sion of contract and if necessary to adapt these
for more recent versions of the data card.

The customer exempts UIM from all claims and costs
that are based on a violation of the above-mentioned
obligations. This includes all expenses that UIM consid-
ers to be necessary in this context.

6.
6.1.

Responsibility for Content, Inbox Branding
UIM is not responsible for content and emails sent by
the customer via trustedDialog. When ordering the
trustedDialog product, the customer ensures that the
content and emails, including the brand logos provided
for display as inbox branding to identify the sender, re-
main in accordance with all relevant legislation and in
particular do not breach any provisions of criminal law
or competition law and do not infringe on any rights of
third parties (naming, copyright, data processing, other
industrial rights etc.). In this context the customer must
not violate the morals and rights of third parties with
the form, content or intended purpose of his emails. In
particular the customer is obliged not to publish any
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pornographic, violent or racist content in his emails or
in any offers or on online publications. Content must

about further activities and contractual changes even af-
ter contract completion.

not be insulting or incite hatred and the customer shall 9.4. As part of participating in the trustedDialog process, the
refrain from providing or allowing the provision of ser- customer has the option of evaluating email campaigns
vices that involve pornographic and/or erotic content by adding a so-called "X-tDid" to the email header in the
(e.g. pictures of naked people, peep shows). The cus- trustedDialog Manager. If information is provided by the
tomer makes the above-mentioned assurances in par- customer in the HTML code of an email to use the trust-
ticular regarding the legal provisions of other countries, edDialog functionality "X-tDid", no personal information
which could be affected by its content and (e.g. customer IDs, user/real names, email addresses,
emails. telephone numbers) may be used for this purpose that

6.2. The customer guarantees not to send anything in allows the customer to assign the data to individual
emails that could lead to damage or injury of email recipients.
addressees or of active channels during transmission 9.5. For data protection reasons, UIM only makes an
(e.g. viruses, trojans, damaging active elements, mal- "X-tDid" used by the customer available for further
ware, spying on customer data etc.) evaluation in the trustedDialog Manager if it was con-

6.3. Allimage content and rich media elements sent by the tained in at least 150 trustedDialog emails delivered by
customer in emails via trustedDialog must be https-en- the customer in aggregated form via the available re-
abled. porting dimensions.

7. Confidentiality 10. Changes to the trustedDialog Product

The parties shall maintain confidentiality about the con- If the usage of the trustedDialog product is prohibited in
tent of this contract and shall treat all information that they whole or in part by law, judicial authority, due to an en-
have become aware of within the scope of this contrac- forceable sovereign order, or if there is an impending ju-
tual agreement as confidential. They will only use this in- dicial or official proceeding, then UIM is authorised at its
formation with third parties with the prior written consent own discretion and costs to modify or replace the affected
of the other party. trustedDialog product to avoid an alleged or potential in-

fringement. However, the trustedDialog product must still

8. Special provisions of trustedDialog Preview continue to meet the specifications set down in this con-

8.1. In the email overview of the email recipients, trustedDia- tract or PO.
log Preview images are displayed at most once per
email block, with each block consisting of five emails 11. Advertising and Public Relations
(1st block: emails 1-5, 2nd block: emails 6-10, ...). It is 11.1. The parties involved agree that UIM may undertake
therefore possible that the customer’s images are not Public Relations measures. Irrespective of this, UIM is
displayed if trustedDialog Preview images from the cus- authorised to deliver, publish or to pass on in any man-
tomer or another sender are already displayed in the re- ner, press releases, press statements and other public
spective email block. The email blocks are redetermined statements about the conclusion and implementation of
based on the contents of the inbox during certain user this contract to third parties. Should the published infor-
interactions in the web interface and the mobile apps mation include the name of the customer, the announce-
(WEB.DE/GMX), such as when the app is restarted, dur- ment will be coordinated between UIM and the cus-
ing a new login, or when the folder content is reloaded tomer. The customer will deliver, publish or pass on any
in the web. press releases, press statements and other public state-

8.2. trustedDialog Preview images and voucher codes are ments about the conclusion and implementation of this
only displayed if the email was sent less than 14 days contract to third parties in any manner only following
ago. written approval by UIM. Such an agreement is unnec-

8.3. The remaining validity period of a voucher code (if avail- essary if the publishing occurs due to a legal provision
able) is displayed as additional information only if a va- by a regulatory authority or if it concerns mandatory dis-
lidity period has been provided and the remaining valid- closures in accordance with stock exchange regula-
ity is three days or less. tions.

8.4. The display of a voucher code description and a voucher 11.2. UIM is authorised to advertise for marketing purposes
code validity period, if available in an email, depends on with the trustedDialog contract content or with the official
the integration of a voucher code (in accordance with email seal. Every advertising measure, insofar as it is
specification requirements) in the schema.org code. made with reference to this contract or names the cus-

tomer, must be coordinated with the customer and ap-

9. Data Protection & Compliance with Valid Laws proved in writing by the customer before it is published.

9.1. The customer acknowledges that UIM may not pass on Where advertising measures have been approved, then
any personal user data to the customer and commits to these no longer need consent unless there is objection
adhere to the applicable data protection regulations of from the customer. Type, content and form of advertis-
the country in which trustedDialog is being used. These ing measures shall be handled at the discretion of UIM.
regulations must be strictly observed and followed in 11.3. The design of the advertising materials used and the
their entirety. The customer undertakes to impose this naming of partners in the form of logos or similar identi-
obligation on employees and designated third parties. fying features remains the reserved responsibility of

9.2. The customer further ensures strict compliance with the UIM. UIM offers no guarantee for media performance
regulations of the German Telemedia Act (TMG) as well and will not deliver any reports on this to the customer.
as with all other legal requirements that are involved in The design of the advertising material is the sole respon-
the usage of trustedDialog. This also applies in particu- sibility of UIM.
lar for the use of data for advertising purposes and the
effective collection of necessary declarations of consent 12. Sanctions
by the email recipients to receive emails by the sender. UIM is authorised to temporarily prohibit the customer

9.3. IfUIM engages third parties in the acquisition of this con- from participation in trustedDialog if the customer repeat-

tract, then UIM is authorised to inform such third parties
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edly sends out emails without a signature, uses an incor-
rect signature, uses injurious or inappropriate content,
clearly uses sexual, illegal activities to promote material
of a discriminatory or violent nature and/or sends material
that violates intellectual property rights, sends malicious
code and/or uses the trustedDialog interface for the pur-
pose of spamming, phishing or in some other way against
legal mandatory regulations and especially data protec-
tion rules. The remuneration agreed upon in the contract
remains unaffected by this. UIM’s right to terminate the
contract on important grounds also remains unaffected.

13.

13.1.

13.2.

Liability

UIM has unlimited liability for damage if it or one of its
vicarious agents has intentionally or grossly negligently
breached a contractual obligation. In the case of all
other culpable breaches of contractual obligations,
UIM’s liability is limited to the damage that was reason-
ably foreseeable when the contract was concluded,
however, to a maximum of EUR 100,000 per case of
damage or EUR 500,000 during the entire contract pe-
riod. The above exclusions and limitations of liability ap-
ply to the same extent in favour of the organs, legal rep-
resentatives, employees, and other vicarious agents of
UIM. The above liability regulations apply to contractual
as well as non-contractual claims. This does not affect
liability due to mandatory statutory regulations, war-
ranted properties, guarantees assumed and for damage
resulting from injury to life, limb, or health.

The customer is generally liable for any damage caused
to third parties using malicious code within the email. In
particular, the customer must protect UIM from all third-
party claims that are asserted against UIM due to dam-
age caused by the customer, upon first request.

14.

Third Party Involvement

If the customer employs a third party in the use of trust-
edDialog, then this third party must also fully comply with
the terms of this contract, in particular with all of the cus-
tomer’s obligations under this contract.

15.

15.1.

15.2.

15.3.

Final Provisions
Only German law is applicable to this contract, to the
exclusion of the UN Sales Conventions.
All changes, amendments, cancellations or annulments
to this contract must be submitted in written form. This
also applies to the waiver of the requirement for the
written form.
Any potential legal inefficacy of individual clauses in
this contract will not affect the validity of the contract as
a whole. If individual regulations within the contract
turn out to be ineffective or if loopholes become appar-
ent that neither contractual partner had envisaged,
then the partners are committed to finding a solution to
this loophole or to this ineffective regulation in a com-
petent manner which is orientated towards the busi-
ness purposes of the contract.

Appendix 1 — Definitions

Section 1: Product

1.

“trustedDialog” is an email management solution that
enables ISP portals and sending customers to imple-
ment email authentication, to have an optional inbox
branding display as a form of sender identification, to
display email seals, add rich media functionality and
trusted Dialog Preview to emails. The term “trustedDia-
log” is trademark protected.

2. ‘“trustedDialog Preview” shows email recipients who
have activated the smart mailbox (approx. 95% of the
total potential — as of January 31, 2024) in the email
overview of their email inboxes accessed via the web
and the native mobile apps from WEB.DE and GMX
(iOS + Android only) one, two, or three images and/or
(depending on the customer's choice) a coupon code
with a description (optional) and remaining validity pe-
riod (optional) for an email they have received in order
to better assess the relevance of the email without
opening it. To do this, the customer provides their
emails with the URLs of the images to be displayed
(“trustedDialog Preview images”) and/or a coupon code
and, optionally, additional information such as a code
description and a validity period in the HTML header or
body. trustedDialog Preview must be activated jointly
with UIM before first use.

Section 2: Other Terms

1.  “Email Seal” describes the labelling of all emails deliv-
ered via trustedDialog upon successful email
authentication based on an email seal within the web-
based inboxes and email header of opened emails of
the contract-related ISP portals.

2. “Inbox Branding” describes the labelling of all emails
delivered via trustedDialog upon successful email au-
thentication based on a graphic created by the con-
signor-customer for the sender identification within the
web-based inboxes and email header of opened emails
of the contract-related ISP portals.

3. “Authentication of Emails” describes the recognition of
emails that are sent either directly by the customer or by
a customer-appointed third party, containing content
originating exclusively from the customer to email recipi-
ents of the connected ISP portals.

4. “tD-Manager” is the definitive software for the provision
of services, in which all relevant sender domains and
customer signatures for email authentication are saved
and managed (administrative customer management).

5. “Approval’ refers to the obligatory activation of settings
and/or customer changes carried out by the Administra-
tor in the tD-Manager.

6. “Authentication” signifies the identification of an allo-
cated signature key by the ISP-side trustedDialog sys-
tem at UIM.

7. “Certification” means visual proof of identification for
the user in the webmail interface. The email seal pro-
vides the user with this evidence.

8. “DomainKeys ldentified Mail (DKIM)” is an identifica-
tion protocol for ensuring the authenticity of email send-
ers. DomainKeys were originally published under the ti-
tle Domain-Based Email Authentication Using Public
Keys Advertised in the DNS (DomainKeys) in RFC 4870
and then replaced under the title DomainKeys Identified
Mail (DKIM) signatures in RFC 6376.

9. “Administrator” is the person responsible at UIM as per
the contract, who gives the final approval on all changes
that are to be carried out by the customer or other in-
volved parties. Only once the Administrator has submit-
ted his approval may changes, which for instance were
made in tD-Manager, have an effect on live operation.
The administrator can be reached at
trusteddialog-pm@uim.de.

10. “ISP” is the abbreviation for Internet Service Provider.

11. “CPM’ is the abbreviation for cost per thousand and re-
fers to the number of potential contacts when delivering
mail campaigns. This statistic is just as important as
sending volumes.

12. “Rich media functionality” describes the integration of
rich media content of the advertising customer into his
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13.

14.

newsletter marketing based on the trustedDialog sys-
tem.

“PO” means the UIM offer countersigned by the cus-
tomer.

“Conclusion of contract’” means the date of the cus-
tomer’s signature under the offer to participate in the
trustedDialog procedure.
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